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OVERVIEW OF RESPONDUS MONITOR 

Respondus Monitor is a companion product for LockDown Browser.  An institution must have a campus-
wide LockDown Browser license to use Respondus Monitor.   
 
LockDown Browser is ideal for proctored environments and ensures that a student’s computer is locked 
down during the exam (preventing printing, screen captures, going to different URLs, accessing other 
applications, etc.).  Respondus Monitor is intended for non-proctored environments and uses webcam 
and video technology to ensure the identity of students and to deter other forms of cheating (using a 
second computer, accessing a mobile device, etc.).  After an exam, the instructor can access the webcam 
recordings and other information about the assessment environment, all within the learning system.    
 
The Respondus Monitor functionality is built into the LockDown Browser client.  Similarly, the LockDown 
Browser server plugin contains the features required by Respondus Monitor. The Respondus Monitor 
settings are turned off by default and must be enabled by the administrator. 
 
Institutions with a campus-wide LockDown Browser license receive 200 free seats of Respondus Monitor 
each year. Additional seats can be purchased in one of three ways: 1,000-seat tiers, unlimited campus-
wide license, or student purchase ($15 for 12 months, per student). A seat is defined as one student, per 
course.  

INSTALLING THE SERVER PLUGIN 

LockDown Browser and Respondus Monitor integrate with a learning system through the use of a server 
plugin (sometimes called a “block”).  The server plugin is what enables users to stay within the learning 
system while using LockDown Browser and Respondus Monitor.   
 
There is only one server plugin for both LockDown Browser and Respondus Monitor. The Respondus 
Monitor settings can be enabled by the administrator after the server plugin is installed. See the 
“LockDown Browser Administrator Guide” to install and configure the server plugin. The guide is 
available as follows:  
 

• Go to Respondus.com, select Admin Login, log in as the administrator 
• On the “LockDown Browser & Respondus Monitor” tab, under “Administrator Tools”, select the 

“LockDown Browser Admin Guide” link, and then select the guide for the learning system 

  

http://www.respondus.com/
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ENABLING RESPONDUS MONITOR ON THE SERVER 

Once the LockDown Browser plugin is installed and configured, the administrator must enable 
Respondus Monitor on the server.  Respondus Monitor won’t be visible to instructors until this occurs.  
 
To enable Respondus Monitor for your institution, follow these steps: 

• Go to Respondus.com, select Admin Login, and log in as an administrator 
• On the tab, LockDown Browser & Respondus Monitor, accept the Terms of Use for 

Respondus Monitor  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
• Under Administrator Tools, open the “Control Panel” 
• Select “Modify Settings” for an existing server profile; or use “Create a New Server Profile” 
• Locate the setting “Enable Respondus Monitor for this server”  
• Further down the page, set the “Time zone” (so reports for Respondus Monitor match your 

time zone) 
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• Select “Save Changes” 
• “Click here to test the integration” to verify the settings 

 
Respondus Monitor is now enabled for the server and instructors will see the additional “Proctoring” 
column when they go to the Respondus LockDown Browser Dashboard within a course. 
 

ADMINISTRATOR SETTINGS AND PREFERENCES 

Administrators have the ability to modify the institution-wide settings for Respondus Monitor.  
• Go to Respondus.com, select Admin Login, and log in as an administrator 
• On the “LockDown Browser & Respondus Monitor” tab, under “Administrator Tools,” select 

“Respondus Monitor Settings”  
• The settings on this page can be modified, as explained below  

 
Student Terms of Use  
Students must agree to a “Terms of Use” before each Respondus Monitor session.  There are two parts 
to the agreement:  1) between the student and the institution, and 2) between the student and 
Respondus, Inc.  Administrators can edit the first section of the Terms of Use, which is between the 
student and the institution. 
 
Message to Instructors 
The first time an instructor attempts to use Respondus Monitor in a course, a message will appear that 
explains what Respondus Monitor is. The default text for this message can be edited by the 
administrator.  If the text is deleted entirely, no message will appear to instructors.  
 
Startup Sequence  
The Startup Sequence includes the steps a student completes prior to accessing an exam with 
Respondus Monitor. This includes a webcam check and several options chosen by the instructor. The 
administrator can customize the default text that appears to students and can even “lock” the text so 
instructors cannot change it.  
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Video Retention Period 
Institutions can adjust retention periods for two types of data:  

1) media files (webcam videos, thumbnail images, photos of ID cards) and,  
2) Personally Identifiable Information in the database (username, first/last name)  

The retention period can range from 30 days to 5 years for media files, and 18 months to 5 years for 
personally identifiable information. 

A very short retention length is not recommended, as faculty and administrators often need to review 
videos months after the exam was administered. Some institutions allow students to challenge grades 
for a certain length of time, so this should be considered as well. 

Open a ticket with Respondus Support to change the retention periods for your institution.  

Warning: If a retention period is shortened, data outside of the newly selected time range will be 
immediately and irrevocably deleted. 

REPORTING 

The administrator can access reports about Respondus Monitor usage.  
 

• Go to Respondus.com, select Admin Login, and log in as an administrator 
• On the “LockDown Browser & Respondus Monitor” tab, under “Administrator Tools”, select 

“Respondus Monitor Usage Reports” 
 

Summary statistics appear at the top, and customized reports can be run using the interface.  

OTHER FEATURES 

Additional administrator features for Respondus Monitor are explained below.  
 
Photo on File 
Respondus Monitor enables instructors to compare an 
official “Photo on File” with the person who took the exam. 
By default, instructors will see “Image not available” in the 
Video Review area.  But if the administrator uploads 
student images (such as from a student identification 
system), these pictures will then appear to the instructor 
when videos are reviewed.  
 
For details on how to link student photos with the Respondus Monitor system, open a ticket with 
Respondus Support at respondus.com/support. 
 
 

http://www.respondus.com/
http://www.respondus.com/esupport
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Student Purchase 
If your institution requires students to purchase Respondus Monitor directly from Respondus, Inc, they 
will encounter an additional screen during the Startup Sequence. Students can purchase their own 
subscription for Respondus Monitor, valid for 12 months for all courses or exams that use Respondus 
Monitor at their institution. Purchase can be made using credit, debit or PayPal.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Alternatively, an “activation code” can be entered to bypass the purchase requirement. When “Student 
Purchase” for Respondus Monitor is enabled for the institution, this is how the 200 free seats can be 
distributed. (A seat is defined as one student per course.) The administrator creates the activation code 
and is then responsible for distributing it to the appropriate instructors or students.  
 

• Go to Respondus.com, select Admin Login, and log in as an administrator 
• On the “LockDown Browser & Respondus Monitor” tab, under “Administrator Tools,” select 

“Respondus Monitor Settings”  
 

 
 
Again, the above setting will only appear if the institution has chosen “Student Purchase” as the 
licensing type for Respondus Monitor.  
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Disable Different Flag 
Checking this option disables the DIFFERENT flag in Respondus Monitor, which appears in proctoring 
results when the person in the video differs from the person who started the exam. 

When enabled, Respondus Monitor creates an “in memory” facial template to perform the DIFFERENT 
analysis. Facial templates are not saved to the cloud server’s database or storage and are cleared from 
the server’s memory by Respondus Monitor immediately after the processing is complete. When 
disabled, proctoring results will exclude the DIFFERENT flag altogether.   

Video Downloads 
Instructors have the ability to request a download of a student exam video using a link in the Class 
Results in the LockDown Browser Dashboard. Because of the sensitive nature of the data, these requests 
must be approved by an administrator at the institution. By default, the Respondus Monitor license 
administrator will receive the emails for approving or declining requests, but someone else can be 
designated for this role (for example, an academic integrity officer).  
 

 
 
 
 
 

DISTRIBUTING THE DOWNLOAD URL FOR LOCKDOWN BROWSER 

The client application for LockDown Browser includes everything needed for Respondus Monitor. With 
most learning management systems, a LockDown Browser download link will appear before the student 
enters an exam, so the student does not need a download link. 
 
With Blackboard Learn Ultra and Instructure Canvas (Classic Quizzes only), the student requires a 
download link to install LockDown Browser. This download URL for LockDown Browser is unique for 
each institution and can be located using these steps: 
 

• Go to Respondus.com, select Admin Login, and log in as an administrator 
• On the “LockDown Browser & Respondus Monitor” tab, under “Administrator Tools”, select 

“LockDown Browser Installer” 
• The download URL will be shown; distribute this URL to instructors and students 
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ROLLOUT MATERIALS FOR INSTRUCTORS 

It’s important to let instructors know about the availability of LockDown Browser and Respondus 
Monitor. Here is a starting point for an announcement:  
  

https://web.respondus.com/monitor-admin-resources/   
 
More instructor resources, including step-by-step instructions for getting started with Respondus 
Monitor, are available from within the LockDown Browser Dashboard itself. To ensure successful use of 
Respondus Monitor by instructors, send frequent reminders of the availability of these resources (which 
are constantly being updated).  

https://web.respondus.com/monitor-admin-resources/
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