
 WHAT IS RESPONDUS LOCKDOWN BROWSER? 
Respondus LockDown Browser is a customized browser 
that increases the security of online testing in Blackboard. 
When students use Respondus LockDown Browser to 
take a Blackboard test, they are unable to print, copy, go 
to another URL, access other applications, or close a test 
until it is submitted for grading. Tests created for use with 
Respondus LockDown Browser cannot be accessed with 
standard browsers either.
Respondus LockDown Browser functions much like a 
standard browser, but some options have been removed or 
work differently.  The list below highlights some of these 
differences.

u �Modi�ed Toolbar - the condensed toolbar includes only 
Forward, Back, Refresh and Stop functions. 

v �Test Mode - tests are shown full-screen and cannot be 
ÔÐÕÐÔÐáÌËȮɯÙÌÚÐáÌËȮɯÖÙɯÌßÐÛÌËɯÜÕÛÐÓɯÚÜÉÔÐŲÌËɯÍÖÙɯÎÙÈËÐÕÎȭ

w �Disabled Controls - all printing, keystroke combinations, 
screen grab, function keys, and right-click menus have been 
disabled. 

x �Links - links to other web servers will open in a new, secure 
window and prevent browsing beyond that page.

y �Blocked Features & ApplicationsɯɪɯÛÏÌɯ2ÛÈÙÛɯÉÜŲÖÕɯ
(Windows), system tray, and menu bars have been removed.

 PREPARING A TEST
The Respondus 3.5 exam authoring tool must be used to 
prepare a Blackboard test for use with Respondus LockDown 
Browser. Follow these instructions:
1.  Start Respondus 3.5 or higher.
2.  �Determine if the “Institution ID” for your institution has 

been entered in Respondus:
ɡɯɯ(Õɯ1ÌÚ×ÖÕËÜÚȮɯÚÌÓÌÊÛɯFile from the menu bar.
ɡɯɯ2ÌÓÌÊÛɯLockDown Browser.
ɡɯɯ�(ÍɯÕÌÊÌÚÚÈÙàȮɯÌÕÛÌÙɯàÖÜÙɯÐÕÚÛÐÛÜÛÐÖÕɀÚɯÜÕÐØÜÌɯƕƔɪËÐÎÐÛɯ(#ɯ

number. (Contact the administrator of your Respondus 
LockDown Browser license to obtain this.)

ɡɯɯ"ÓÐÊÒɯÛÏÌɯOKɯÉÜŲÖÕȭ

3. �There are two options for preparing a test to be used with 
Respondus LockDown Browser: create a new test or update 
ÛÏÌɯÚÌŲÐÕÎÚɯÍÖÙɯÈÕɯexisting test.

Create a New Test
To create a newɯÛÌÚÛɯÛÏÈÛɯÙÌØÜÐÙÌÚɯÚÛÜËÌÕÛÚɯÛÖɯÜÚÌɯ1ÌÚ×ÖÕËÜÚɯ
LockDown Browser, follow these steps:
ɡɯɯ.×ÌÕɯÖÙɯ"ÙÌÈÛÌɯÈɯÛÌÚÛɯŗÓÌɯÞÐÛÏɯ1ÌÚ×ÖÕËÜÚȭɯ
ɡɯɯ�&ÖɯÛÖɯÛÏÌɯ2ÌŲÐÕÎÚɯÔÌÕÜȮɯÚÌÓÌÊÛɯÛÏÌɯAvailability tab, and 

select the box Require LockDown Browser for this exam.
ɡɯɯ�%ÙÖÔɯÛÏÌɯ/ÙÌÝÐÌÞɯȫɯ/ÜÉÓÐÚÏɯÔÌÕÜȮɯÚÌÓÌÊÛɯÛÏÌɯPublish to 

Blackboard tab.
ɡɯɯ�.ÕɯÛÏÌɯÚÌÊÖÕËɯ×ÈÎÌɯÖÍɯÛÏÌɯ/ÜÉÓÐÚÏɯ6ÐáÈÙËȮɯÌÕÚÜÙÌɯÛÏÈÛɯÛÏÌɯ

box  ××Óàɯ2ÌŲÐÕÎÚɯÛÖɯ$ßÈÔ is selected.
ɡɯɯ�"ÖÔ×ÓÌÛÌɯÛÏÌɯ/ÜÉÓÐÚÏɯ6ÐáÈÙËȮɯÞÏÐÊÏɯÞÐÓÓɯÙÌÚÜÓÛɯÐÕɯÛÏÌɯÛÌÚÛɯ

being published to the Blackboard course.

4×ËÈÛÌɯ2ÌŲÐÕÎÚɯÍÖÙɯÈÕɯ$ßÐÚÛÐÕÎɯ3ÌÚÛ
3ÖɯÜ×ËÈÛÌɯÛÏÌɯÚÌŲÐÕÎÚɯÖÍɯÈÕɯexisting Blackboard test so that it 
ÞÐÓÓɯÙÌØÜÐÙÌɯÚÛÜËÌÕÛÚɯÛÖɯÜÚÌɯ1ÌÚ×ÖÕËÜÚɯ+ÖÊÒ#ÖÞÕɯ!ÙÖÞÚÌÙȮɯ
follow these steps:
ɡɯɯ�%ÙÖÔɯÛÏÌɯ/ÙÌÝÐÌÞɯȫɯ/ÜÉÓÐÚÏɯÔÌÕÜɯÐÕɯ1ÌÚ×ÖÕËÜÚȮɯÚÌÓÌÊÛɯÛÏÌɯ

Update Settings tab.  
ɡɯɯ�"ÏÖÖÚÌɯÛÏÌɯServer, Course, andɯ$ßÈÔ to which you wish to 
ÈËËɯÛÏÌɯ+ÖÊÒ#ÖÞÕɯ!ÙÖÞÚÌÙɯÙÌØÜÐÙÌÔÌÕÛȭ

ɡɯɯ"ÓÐÊÒɯÛÏÌɯSettingsɯÉÜŲÖÕȭ
ɡɯɯ�(ÕɯÛÏÌɯ2ÌŲÐÕÎÚɯËÐÈÓÖÎÜÌȮɯÊÏÖÖÚÌɯÛÏÌɯAvailability tab, and 

select the box Require LockDown Browser for this exam.
ɡɯɯ�"ÖÕŗÙÔɯÛÏÈÛɯÛÏÌɯÖÛÏÌÙɯÛÌÚÛɯÚÌŲÐÕÎÚɯÈÙÌɯÊÖÙÙÌÊÛɯÈÕËɯÊÓÐÊÒɯÛÏÌɯ

OKɯÉÜŲÖÕȭɯɯ
ɡɯɯ�"ÓÐÊÒɯÛÏÌɯPublish New SettingsɯÉÜŲÖÕɯÛÖɯ×ÜÉÓÐÚÏɯÛÏÌɯÕÌÞɯ
ÛÌÚÛɯÚÌŲÐÕÎÚɯÛÖɯÛÏÌɯÊÖÜÙÚÌȭ

 HOW THE INTEGRATION WORKS
The Respondus LockDown Browser integration relies on the 
“password” feature for Blackboard tests. This feature is also 
what prevents a regular browser from accessing a test that has 
ÉÌÌÕɯÚÌÛɯÜ×ɯÍÖÙɯÜÚÌɯÞÐÛÏɯ+ÖÊÒ#ÖÞÕɯ!ÙÖÞÚÌÙȭɯ(ÛɀÚɯÕÖÛɯÐÔ×ÖÙÛÈÕÛɯ
to fully understand how this works, but the following details 
are important:
ɡɯɯ�1ÌÚ×ÖÕËÜÚɯƗȭƙɯ×ÜÉÓÐÚÏÌÚɯÈɯÚ×ÌÊÐÈÓɯ×ÈÚÚÞÖÙËɯÛÖɯÛÏÌɯ
Ɂ×ÈÚÚÞÖÙËɂɯŗÌÓËɯÍÖÙɯÛÏÌɯ!ÓÈÊÒÉÖÈÙËɯÛÌÚÛȭɯ3ÏÐÚɯÚ×ÌÊÐÈÓɯ
password, which is used by Respondus LockDown Browser, 
ÚÏÖÜÓËÕɀÛɯÉÌɯÌËÐÛÌËɯÉàɯÛÏÌɯÐÕÚÛÙÜÊÛÖÙɯÞÐÛÏÐÕɯ!ÓÈÊÒÉÖÈÙËɯ
(doing so will prevent LockDown Browser from working 
with the test).

ɡɯɯ�(ÍɯÛÏÌɯÐÕÚÛÙÜÊÛÖÙɯÞÈÕÛÚɯÚÛÜËÌÕÛÚɯÛÖɯÌÕÛÌÙɯÈɯ×ÈÚÚÞÖÙËɯÉÌÍÖÙÌɯÈɯ
test is started in Blackboard, the password must be entered 
ÐÕɯ1ÌÚ×ÖÕËÜÚɯƗȭƙɯÉÌÍÖÙÌɯÛÏÌɯÛÌÚÛɯÈÕËɯÚÌŲÐÕÎÚɯÈÙÌɯ×ÜÉÓÐÚÏÌËɯÛÖɯ
!ÓÈÊÒÉÖÈÙËɯȹÖÙɯÉÌÍÖÙÌɯÛÏÌɯɁ4×ËÈÛÌɯ2ÌŲÐÕÎÚɂɯÍÌÈÛÜÙÌɯÐÚɯÜÚÌËɯ
in Respondus).

ɡɯ�#ÖɯÕÖÛɯÊÏÈÕÎÌɯÛÏÌɯÕÈÔÌɯÖÍɯÛÏÌɯÛÌÚÛɯÞÐÛÏÐÕɯ!ÓÈÊÒÉÖÈÙËɯÖÕÊÌɯÐÛɯ
has been set up for use with LockDown Browser.  
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Instructor Quick Start Guide 
(Blackboard Edition)



 INSTALLing RESPONDUS LOCKDOWN browser  

Respondus LockDown Browser must be installed to each 
computer being used to take a test. Follow the instructions 
below to install the Windows or Macintosh version of 
Respondus LockDown Browser. 
Windows computers:
ɡɯɯ�8ÖÜÙɯÐÕÚÛÐÛÜÛÐÖÕɯÞÐÓÓɯ×ÙÖÝÐËÌɯÛÏÌɯÓÐÕÒɯÍÖÙɯËÖÞÕÓÖÈËÐÕÎɯÈÕËɯ

installing Respondus LockDown Browser.
ɡɯɯ�#ÜÙÐÕÎɯÛÏÌɯÐÕÚÛÈÓÓÈÛÐÖÕȮɯÚÌÓÌÊÛɯYes if prompted to accept 

programs from Macrovision and Respondus. 
ɡɯɯ%ÖÓÓÖÞɯÛÏÌɯÖÕÚÊÙÌÌÕɯÐÕÚÛÙÜÊÛÐÖÕÚɯÛÖɯÊÖÔ×ÓÌÛÌɯÛÏÌɯÐÕÚÛÈÓÓȭ
Macintosh computers:
ɡɯɯ�!ÌɯÚÜÙÌɯÛÏÈÛɯ.27ɯƕƔȭƗȭƝɯÖÙɯÏÐÎÏÌÙɯÐÚɯÉÌÐÕÎɯÜÚÌËɯȹƙƕƖ*ɯ1 ,ɯ

minimum).  
ɡɯɯ�8ÖÜÙɯÐÕÚÛÐÛÜÛÐÖÕɯÞÐÓÓɯ×ÙÖÝÐËÌɯÛÏÌɯÓÐÕÒɯÍÖÙɯËÖÞÕÓÖÈËÐÕÎɯÈÕËɯ

installing Respondus LockDown Browser.
ɡɯɯ�#ÜÙÐÕÎɯÛÏÌɯÐÕÚÛÈÓÓÈÛÐÖÕȮɯÚÌÓÌÊÛɯYes when prompted to run the 

Java application.
ɡɯɯ%ÖÓÓÖÞɯÛÏÌɯÖÕÚÊÙÌÌÕɯÐÕÚÛÙÜÊÛÐÖÕÚɯÛÖɯÊÖÔ×ÓÌÛÌɯÛÏÌɯÐÕÚÛÈÓÓȭɯ

 TAKING A TEST

%ÙÖÔɯÈɯÚÛÜËÌÕÛɀÚɯ×ÌÙÚ×ÌÊÛÐÝÌȮɯÛÏÐÚɯÐÚɯÏÖÞɯ1ÌÚ×ÖÕËÜÚɯ+ÖÊÒ#ÖÞÕɯ
Browser is used to take a test. 
1. �Locate the “LockDown Browser” shortcut on the desktop and 

double-click it.  (For Macintosh users, launch “LockDown 
!ÙÖÞÚÌÙɂɯÍÙÖÔɯÛÏÌɯ ××ÓÐÊÈÛÐÖÕÚɯÍÖÓËÌÙȭȺ

2. �If prompted to close a blocked program (e.g. screen capture, 
instant messaging) choose Yes when prompted. 

3. Login to the Blackboard course.
4. Navigate to the test and select it.  
ƙȭɯ� ɯ×Ö×ɪÜ×ɯÞÐÕËÖÞɯÞÐÓÓɯÈÚÒɯÞÏÌÛÏÌÙɯÛÏÌɯÐÕÚÛÙÜÊÛÖÙɯÏÈÚɯÙÌØÜÐÙÌËɯÈɯ

password for the test.

ɡɯɯ�(ÍɯÈɯÛÌÚÛɯ×ÈÚÚÞÖÙËɯȹÚÜÊÏɯÈÚɯÛÏÌɯÞÖÙËɯɁÈ××ÓÌɂȺɯÐÚɯÙÌØÜÐÙÌËɯÉàɯ
the instructor to start the test, select the Yes option, enter the 
password, and click the ContinueɯÉÜŲÖÕȭ

ɡɯɯ�(ÍɯÛÏÌɯÐÕÚÛÙÜÊÛÖÙɯËÐËɯÕÖÛɯÚÌÛɯÜ×ɯÛÏÌɯÛÌÚÛɯÞÐÛÏɯÈɯ×ÈÚÚÞÖÙËȮɯÛÏÌɯ
No option should be selected. Click the ContinueɯÉÜŲÖÕȭ

6. �Regardless of the selection made in the previous step, 
1ÌÚ×ÖÕËÜÚɯ+ÖÊÒ#ÖÞÕɯ!ÙÖÞÚÌÙɯÞÐÓÓɯÈÜÛÖÔÈÛÐÊÈÓÓàɯŗÓÓɯÐÕɯÈɯ
Ú×ÌÊÐÈÓɯ×ÈÚÚÞÖÙËɯÖÕɯÛÏÌɯÕÌßÛɯÚÊÙÌÌÕȭɯ(ÛɀÚɯÐÔ×ÖÙÛÈÕÛɯÛÏÈÛɯÛÏÐÚɯ
×ÈÚÚÞÖÙËɯŗÌÓËɯÐÚÕɀÛɯÔÖËÐŗÌËȭɯɯ"ÓÐÊÒɯÛÏÌɯSubmitɯÉÜŲÖÕȭ

7. �The test will then start. (Note, once a test has been started 
with Respondus LockDown Browser, you cannot exit until 
the SubmitɯÉÜŲÖÕɯÐÚɯÊÓÐÊÒÌËȭȺɯɯɯ

TIPɯɪɯ/ÙÐÖÙɯÛÖɯÛÏÌɯŗÙÚÛɯÛÌÚÛȮɯÏÈÝÌɯÚÛÜËÌÕÛÚɯÊÖÔ×ÓÌÛÌɯÈɯ×ÙÈÊÛÐÊÌɯ
test that uses Respondus LockDown Browser to make sure they 
have installed it correctly.

 WHAT IF A STANDARD BROWSER IS USED?

(ÍɯÛÏÌɯÚÌŲÐÕÎÚɯÍÖÙɯÈɯÛÌÚÛɯÙÌØÜÐÙÌɯÛÏÈÛɯ1ÌÚ×ÖÕËÜÚɯ+ÖÊÒ#ÖÞÕɯ
Browser be used, it cannot be accessed with a standard 
ÉÙÖÞÚÌÙȭɯ(ÕɯÍÈÊÛȮɯàÖÜɯÊÈÕɯÌÈÚÐÓàɯÊÖÕŗÙÔɯÛÏÈÛɯÈɯÛÌÚÛɯÏÈÚɯÉÌÌÕɯ
properly set for Respondus LockDown Browser by following 
these steps using a regular browser.
ƕȭɯɯ�.×ÌÕɯÈɯÙÌÎÜÓÈÙɯÞÌÉɯÉÙÖÞÚÌÙɯÚÜÊÏɯÈÚɯ(ÕÛÌÙÕÌÛɯ$ß×ÓÖÙÌÙɯÖÙɯ

Safari. 
2.  Login to the Blackboard course as a student.
3.  Navigate to the test and open it.
Ƙȭɯɯ�8ÖÜɯÞÐÓÓɯÉÌɯÈÚÒÌËɯÛÖɯÌÕÛÌÙɯÈɯ×ÈÚÚÞÖÙËɯÍÖÙɯÛÏÌɯÛÌÚÛȮɯÈÚɯÚÏÖÞÕɯ

below:

 

Because Respondus LockDown Browser uses a special 
password that will be unknown to students, they will be 
ÜÕÈÉÓÌɯÛÖɯÈÊÊÌÚÚɯÛÏÌɯÛÌÚÛɯÞÐÛÏɯÈɯÚÛÈÕËÈÙËɯÉÙÖÞÚÌÙȭɯȹ$ÝÌÕɯÐÍɯ
the instructor elects to use a password like “apple” that must 
ÌÕÛÌÙÌËɯÈÛɯÛÏÌɯÚÛÈÙÛɯÖÍɯÛÏÌɯÛÌÚÛȮɯÛÏÌɯ×ÈÚÚÞÖÙËɯÞÖÕɀÛɯÞÖÙÒɯÖÕɯÛÏÐÚɯ
page. The password will only work if LockDown Browser is 
being used.)
TIP - If students indicate that they are unable to access a test 
because they are being prompted for a password (or that the 
×ÈÚÚÞÖÙËɯ×ÙÖÝÐËÌËɯÛÖɯÛÏÌÔɯËÖÌÚÕɀÛɯÞÖÙÒȺȮɯÐÛɯÜÚÜÈÓÓàɯÐÕËÐÊÈÛÌÚɯ
that they are trying to access the test with a standard browser 
instead of Respondus LockDown Browser. 

 OTHER TRAINING AND SUPPORT RESOURCES

• � �User GuideɯɪɯÊÖÕÛÈÊÛɯàÖÜÙɯÐÕÚÛÐÛÜÛÐÖÕɀÚɯ1ÌÚ×ÖÕËÜÚɯ+ÖÊÒ#ÖÞÕɯ
Browser administrator for the complete user guide.

• � �Student Quick Start GuideɯɪɯÈɯØÜÐÊÒɯÚÛÈÙÛɯÎÜÐËÌɯÍÖÙɯÚÛÜËÌÕÛÚ 
ÐÚɯÈÝÈÐÓÈÉÓÌɯÈÛɯÏŲ×ȯɤɤÞÞÞȭÙÌÚ×ÖÕËÜÚȭÊÖÔɤËÖÞÕÓÖÈËȭ

• � �Demo Movies - view demonstration and training movies at 
ÏŲ×ȯɤɤÞÞÞȭÙÌÚ×ÖÕËÜÚȭÊÖÔɤËÌÔÖȭ

• � KnowledgebaseɯɪɯÏŲ×ȯɤɤÞÞÞȭÙÌÚ×ÖÕËÜÚȭÊÖÔɤÌÚÜ××ÖÙÛȭ
• � �Ticket-based Support 1ɯɪɯÏŲ×ȯɤɤÞÞÞȭÙÌÚ×ÖÕËÜÚȭÊÖÔɤ

esupport.

1 �Contact your local support representative for Respondus LockDown 
Browser before opening a support ticket at www.respondus.com. 

Respondus is a registered trademark and Respondus LockDown Browser is a trademark  
of Respondus, Inc. All other trademarks are the property of their respective owners.
Copyright © 2007 Respondus
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