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Instructor Quick Start Guide
(Blackboard “Basic” Edition*)

WHAT IS RESPONDUS LOCKDOWN BROWSER?

Respondus LockDown Browser is a customized browser
that increases the security of online testing in Blackboard*.
When students use Respondus LockDown Browser to
take a Blackboard test, they are unable to print, copy, go
to another URL, access other applications, or close a test
until it is submitted for grading. Tests created for use with
Respondus LockDown Browser cannot be accessed with
standard browsers either.

Respondus LockDown Browser functions much like a
standard browser, but some options have been removed or
work differently. The list below highlights some of these
differences.
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U Modi ed Toolbar - the condensed toolbar includes only
Forward, Back, Refresh and Stop functions.

\/ Test Mode - tests are shown full-screen and cannot be
O0oOvAT ENUT AT ENOULTRBITELUORUWIVEOYTEWOUTUEENDTS
W Disabled Controls - all printing, keystroke combinations,

screen grab, function keys, and right-click menus have been
disabled.

X Links - links to other web servers will open in a new, secure
window and prevent browsing beyond that page.

Y Blocked Features & Applicationsm{TTi20E0LEUYOO0L
(Windows), system tray, and menu bars have been removed.

PREPARING A TEST

The Respondus 3.5 exam authoring tool must be used to

prepare a Blackboard Basic Edition test for use with Respondus

LockDown Browser. Follow these instructions:

1. Start Respondus 3.5 or higher.

2. Determine if the “Institution ID” for your institution has
been entered in Respondus:

guw(QuLT1UxOOEUINUTOTENFile from the menu bar.

guw2101EliLockDown Browser.

gui(lOTETUUEV200TOUT Ui UlnOURIUROOUGREU Tuhy TENTRu(#y
number. (Contact the administrator of your Respondus
LockDown Browser license to obtain this.)

gu* " RECUTTIOKIEUYOOE

3. There are two options for preparing a test to be used with
Respondus LockDown Browser: create a new test or update
ITTWTYRO TUIOUEQuexisting test.

Create a New Test

To create a newu(TULITERIT@UBITUUIOETOI0GU0TuL TUxOOE U

LockDown Browser, follow these steps:

gu - xTOO0 *UTEITUET Ulur 0TubBITuL TUxOOE Ul

guOuWOWTT2TYBOTUO TOULUTOTENITTuAvVailability tab, and
select the box Require LockDown Browser for this exam.

gutelOOWTTu/ 0TV Pudu/ UERUTUIOTOUNITOTEWITTUPUblish to
Blackboard tab.

guu OuTTWTEOOEIXETTUONIT T/ UERITI6 pAEUENTOUUITUTEWIT Ty
box  xx0au21UBOTUIOSRED is selected.

gui *0O x0T TTw/ UERITE PAEUEND TOETuPBMUTUUOIMOUT Tl Tl
being published to the Blackboard course.

AxEE(1121 DO TUiOWEOi$RIUBOTL3TU

30uUXEEIMUTTTUROTUOiEQuexisting Blackboard test so that it
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follow these steps:

gutelOOWTTu/ UTYRT Pudu/ UERUTIOTOUMOIL TUxOOEUUNITOTEWIT Ty
Update Settings tab.

gul “TOOUTW T TuServer, Course, andi$REO to which you wish to
EEEWTTu+OEOA0P i U0OPUTUUTEURITOT0(

gu *BEQUTTuSettingsIEUYO0S

guOuTTi2TYBOTUEREIOTUTOETOOUTWTTiAvailability tab, and
select the box Require LockDown Browser for this exam.

gut *OO rUOWTENITTUOUTTUOTUNUT RO TUEUTUEOUUTEMEOEEREOUT Ty
OKIEUYOOiw

gul *BEQWTTUPublish New SettingsiEUYOOuI0ux UERITITTOT P
IT000TYROTULOWTTEOUU0TE

HOW THE INTEGRATION WORKS

The Respondus LockDown Browser integration relies on the
“password” feature for Blackboard tests. This feature is also
what prevents a regular browser from accessing a test that has
ETTOWTUxuiOUUUTuPdI Tu+OEO#0P Qut U0P UT Uy l{hO001n O x OUIED
to fully understand how this works, but the following details
are important:

g TUxOOEUUrHKux UERUTTUEWN x 1EDEN<EUU P OUEWOWT Ty
XEQUPOUE2ur T0EuIOUT Ty ¥ 0EEOEOEUELIT V03 TRV < TEDEL
password, which is used by Respondus LockDown Browser,
UTOUOEOAWETul E30T EvE Al T TBOUIDUEIOUPRI TR0 1 OEEOEOEUEY
(doing so will prevent LockDown Browser from working
with the test).

gui WU T T OUIVUEIOUPEQUIIUET BUULOuT OUT UuEsx EUU P OUBLETTOUTEY
test is started in Blackboard, the password must be entered
D0uL TUxOOEUUAKUET TOUTW T Tu0TUWEOELU TR0 TUEUTux UEGUTT Eul Oy
VOEEOEOEUEMOUETTOUTWT TR 4 xEEITu21Yp0TU2ul TEIOUT®UOUT E
in Respondus).

gOOOUETEOTHITTWOEO WO TWIT U0 80w 1 EEOEOEUENOOE Tubly
has been set up for use with LockDown Browser.

* This Quickstart Guide is for users of the Blackboard Learning System that don’t
have the “Respondus LockDown Browser Building Block” installed.



INSTALLING RESPONDUS LOCKDOWN BROWSER

Respondus LockDown Browser must be installed to each

computer being used to take a test. Follow the instructions

below to install the Windows or Macintosh version of

Respondus LockDown Browser.

Windows computers:

gus0UUBOURIUROOLPHXUOYIETUIT TR0 OUEOP OIOEEDO TUEOEL
installing Respondus LockDown Browser.

gus0i0PUITTUEOP OIOEEuETTBOUINUEROOUIOLOEIENOWTTUEOUUTEL
installation program.

gu@UEVI T Tu+OEO#0P Ou 1 IO UT UnOUIENEROOu<UO TUEOLEOEY
follow the onscreen instructions to complete the install.

Macintosh computers:

gul TWOUTWTED - 27uvyeHNOUTET TTURUETOOTUOUT Ewkhl il , u
minimum).

gudUUBOUIRIUROONEINN<UOYIE TuIT TuO0uOWEO P QIOEERO TUEQEY
installing Respondus LockDown Browser.

guaUO T T TOUIEWVEROOLUTOTENYes when prompted to run the
Java application.

gu000PLITTLOOUEUT T OwOUIUEROOUIOEOD x0T ITulT T OUUENL

YUOOEWIUET Ol 100X TERY 1001800 TOPLLTUXOOEUUH+OEO#O POy

Browser is used to take a test.

1. Locate the “LockDown Browser” shortcut on the desktop and
d(‘)yblle‘-‘clig!g‘iE g_F_gr Magintpﬁrj users, !faunch “LockDown
TUOPUIUuUOOWT T xx(BEEBOOUIIO0E TUEA

2. If prompted to close a blocked program (e.g. screen capture,
instant messaging) choose Yes when prompted.

3. Login to the Blackboard course.

4. Navigate to the test and select it.

Kiw 1xOx10xupsOEOPUPINEIO TTITTUWITTOUNUEIOWTEWUT@URUT EiEy
password for the test.

x

Did yaur instructor provide a pazsword for accesszing this exam?
If 20, enter it now.

% Yes, the password is: I
= Mo

Once this window clozes, click [Submit] an the nest screen
[do rot modify the pazzword field that will be shown),

guiIuELTUlux EUUBOUEIUUE TUEUI T TubP OUEIRE X x0T 2 AUl T@UBUT EuE 2w
the instructor to start the test, select the Yes option, enter the
password, and click the ContinueiEUyYO0s

gu( U TTAUIVUEIOUEREIOOUUT U<l TTW TV TUENXEUUPOUEWIT Ty
No option should be selected. Click the ContinuelE0yd0s

6. Regardless of the selection made in the previous step,
110UxO0EUUI+0EO#0POu T IO BUTURMNEUIOOEREENaUr0BOEY
Ux1EpEGux ENUPOUEWOOWT TuOTRIUEUTT O3u( Ul O x GUIEOIITENI DU
xEUUPOUEIr T0EBUOMOOEDr T Efw" *0EOWTTiISUbmitlEUYO0E
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RESPONDUS » ASSISNUENTS > TESTS » ETER PASSWORD: WORLD ISTORY TESY - REQUIRES RESRONDUS LOE KDOWN BROVSER H

@Enler Password: World History Test - Requires Respondus LockDown Browser

Enter password to take assessment

Tue Deo 12 06:46:10 FST 2006

Subrmit

7. The test will then start. (Note, once a test has been started
with Respondus LockDown Browser, you cannot exit until
the SubmitulEUYOOWUEREOT Efku

T 1P/ 000G Tuyr V00T U0 TEY TOIUETOUNEOO x0T TuEux UEERETu

test that uses Respondus LockDown Browser to make sure they

have installed it correctly.

(T TYURO TUOUEWT U0 T @UBUTUITENA TUxOOE Uli+OEO#0 P Ou

Browser be used, it cannot be accessed with a standard

EUOPU T Uiu(OulEEUiaOULEEQuT EUB0aUEOO r UOW T EUEW TUU TEWET TOU

properly set for Respondus LockDown Browser by following

these steps using a regular browser.

i < TOUEWTTUOEUP TEWEUO BUTUIUETUE(OITUOT IR <00UTUOU
Safari.

2. Login to the Blackboard course as a student.

3. Navigate to the test and open it.

KousOUibH0E TUEVOT EwOuT GUTUEWXENUBOUENOUITTWTVILEWITOP Oy
below:

BESPONDUS > CONTROL PANEL > ASSIGNMENTS > TESTS > ENTER PASSWORD: WORLD HISTORY TEST - REQUIRES RESPONDUS
LOCKDOWN BROWSER

@Enter Password: World History Test - Requires Respondus LockDown
Browser

Enter password to take assessment

bon Dec 11 15:11:56 PST 2006

Submit )

Because Respondus LockDown Browser uses a special
password that will be unknown to students, they will be
unable to access the test with a standard browser. (Even if

the instructor elects to use a password like “apple” that must
TOUTUTEENITTWIEDO I TTWIT U0 T Tux EUU P OUEP OO OU0O0WI 10U
page. The password will only work if LockDown Browser is
being used.)

TIP - If students indicate that they are unable to access a test
because they are being prompted for a password (or that the
XEUUPOUEN=UOYDETEWOWTTOUEOTUOAPOUOANBIUUUEN A OEDEE]T U
that they are trying to access the test with a standard browser
instead of Respondus LockDown Browser.

« User GuideinFOOIEERAOUURGURIUIBOOUIL TUxOOEUl+OEC#OP U
Browser administrator for the complete user guide.

= Student Quick Start GuiqulewﬂUDEOwUUEUUwTUDEiwiC)UwUUUET oll]
DULEYEROEEOTUENTY x0vr> B BIUTUxOOEUUEOOYEOP QIOEES

= Demo Movigs - view demonstration and training movies at
TUxivr PEIUTUxOOEUEOOTETO00

= KnowledgebaseinTUxirb b bil10x00EUUEOOTTUIUxxOUlE

= Ticket-based Support 4 TYxirwb P BilTix00EUIEOOT
esupport.

t Contact your local support representative for Respondus LockDown
Browser before opening a support ticket at www.respondus.com.
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